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Advancing Physical Workforce
Identities Beyond PIAM
Legacy PIAM has had a good run, but now new technologies are poised to advance
Physical Identity Management beyond the traditional scope to improve organizational
safety and security.
PIAM, or Physical Identity and Access Management, is a system whereby organizations
keep track of their staff, contractors, visitors, and other relevant people, and control their
access to facilities, areas within facilities, and/or other assets. As the name suggests, most
of the access control function relates to physical locations and materials, but there has
also been overlap with networked information systems that can use the physical identity
management portions of the system to help supplement information technology and other
cyber-security.
New technologies, including the application of Artificial Intelligence, or AI, are helping to
bring Identity Management functions to a higher level that was previously out of reach for
traditional PIAM systems. Four technologies in particular are greatly increasing the value of
PIAM systems to organizations:
• AI-driven process efficiency and accuracy
• Continuous audits of physical access (grant and usage)
• User empowerment through self-service
• Automated risk monitoring
Read on to review the latest in Identity Management capabilities.
1

Whitepaper

Advancing Physical Workforce Identities Beyond PIAM

AI-Driven PIAM Automation
Organizations are in constant state of flux, so employees,
contractors, and temps are always joining or leaving the
workforce. While in the workforce, people often move
to, or visit, new locations and take on new roles with
new responsibilities. All of these changes put constant
pressure on organizations to ensure that the right people
have the right access to physical entities at all times. For
larger organizations, the number of these changes can
reach hundreds, or even thousands of such changes every
week. It is difficult for any manual process to keep up with
these changes while also preventing errors.
For example, here are just a few of the many factors that
need to be considered when updating staff physical
access systems:
• Is the person gaining access an active employee or team member now?
• Have the proper approvals been obtained for the specific permission levels?
• Are the access privileges appropriate for the role and location of the person?
• I f a person’s role changes, what changes should be made to the associated physical
access privileges?
• Where is the person’s normal or base location?
• Is 24/7 access required?
• W
 hat times of day are appropriate to provide access? Which days of the week? And is the
access open-ended, or is there an anticipated duration?
• A
 re the access privileges the same as others in the same role and location? If they differ,
why do they differ?
Today, applying Artificial Intelligence (AI)
to the physical access provisioning process
adds a fast, impartial and automated
process to ensure that intended policies are
applied, and risks of errors and unintended
privileges are minimized. AI-supported
processes use intelligent algorithms
to streamline and automate workforce
identity on- and off-boarding, including
the provision of physical access in access
control systems. In this way, AI can help
ensure that the right access is given to
the right identity at all times by applying
roles and approval rules logic. It reduces or
eliminates many of the risks involved with
granting unfettered 24/7 access when it is
not needed.
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Working in tandem with HR systems, AI-driven PIAM
can create a system of record for all enterprise identities
and related physical access within physical security.
Employees, contractors, traveling salespeople, and
visitors can all be handled appropriately, and the
automated system ensures that applicable policies are
consistently and accurately enforced.
Companies that have been early adopters of AI-driven
PIAM have automated many of the manual tasks
associated with on/off boarding of the identities across
their physical infrastructure. Facility access assignments
for new staff and contractors are provisioned in minutes,
versus days or weeks, delivering a dramatic increase in productivity. In addition, AI-driven
systems can implement an expert recommendations engine so that the right level of facility
access can be requested and approved.
Ideally, the AI-driven PIAM system is integrated with, and synchronized with, the
organizational HR system to remain up-to-date with every employee status change. With
proper external security, an external portal can be provided for employees and visitors to
make requests or update information directly into the system.

The Assurance of Continuous Audits
Many organizations conduct physical access audits to
periodically check for compliance with internal controls.
Certainly, compliance with policies regarding identity and
access to restricted areas and assets is vitally important for
the safety and security of not only the organization but for
all the staff and visitors as well. For many industries, audits
are required by government regulations such as CCPA,
FISMA, GDPR, HIPAA, SOX, SOC 2 Audit, and many more.
Every audit, whether required by regulations or not, seeks to confirm that the current
identity and access policies are being implemented as intended, and to identify any
areas that could, or should, be strengthened. They are designed to answer important
organizational questions, including:
• Who has access to what areas?
• Should those people have that access?
• How are they using that access?
• Are there any irregularities that can suggest process improvements?
Unfortunately, conducting physical access audits usually requires a lot of time and effort,
so they generally are conducted only when required, or they are conducted on a selective
sample basis, rather than on a continuous basis.

3

Whitepaper

Advancing Physical Workforce Identities Beyond PIAM

New technologies in advanced PIAM systems
are changing the balance – making audits
far easier. In fact, the best available systems
today automate the audit function and use AIenabled computational engines to continuously
check actual operational data against policies
and historical data patterns. In essence, this
approach can be described as a “continual audit”,
automatically enforcing and proving compliance
to keep your organization “audit ready” at all
times. Management can easily review access
sorted by person, by area, by approver, or any
other relevant factor to answer urgent needs.
Reports related to monthly, quarterly and annual
area owner and manager access audits and
validations are always ready, and can be produced to meet regulatory or investigational
needs with little or no notice. Consider how this new technology alone could make a
difference to almost any organization, saving money and time while providing proof of
policy compliance.

The Power of Self-Service
Building on the power of AI-driven PIAM and Continuous Audits, new technology can also
provide for automation in support of self-service access requests.
Traditionally, every request for physical access had to be considered by HR, Security,
and other departments (like data center or lab owners) individually. This process is time
consuming and costly as it is largely dependent on humans. Also it poses a challenge for
unexpected or urgent requests, or requests made outside of normal working hours. In most
cases, getting a request reviewed, securing the necessary approvals, and updating the
access control system could take several hours to days in the best of times. And of course,
these processes were plagued by manual process errors, the inability to reach the necessary
approvers, vacations, weekends, etc.
Today, many of these requests can be handled
automatically in just seconds – making a new
era of self-service requests possible. Users
can request or approve physical access to any
corporate door resources at anytime, anywhere.
The new technology for AI-driven PIAM already
knows what kinds of access are appropriate
for users based on their roles, location, work
schedule, previous permissions, and other factors.
By integrating the PIAM system with HR records,
and the access control system, the AI engine can
make recommendations and handle nearly all of
the routine requests appropriately.
Of course, notices and reports can be specified and automatically generated to
keep management informed and aligned with policies. Any requests that cannot be
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automatically approved can be quickly routed
for appropriate follow up action, while the
system provides identity insights and risks in
real time so that approvers can make informed
decisions before granting physical access.
One early adopter of such a system reported
about 1550 self-service tasks being performed
daily, saving the company thousands of dollars
per day. Also, the productivity impact has been
huge since the requested access is granted
in a few minutes after necessary approvals, as
opposed to days or weeks at times.

Monitoring for Risk Reduction
It has been estimated that up to 90% of insider threats go undetected – often for months
or years. Up until now, physical security operations teams have found it very challenging to
monitor insider threat activity such as suspicious behavior, card sharing/cloning, impossible
travel, tailgating, access outliers, and similar red flags.
While organizations want to proactively identify insider threats, knowing what and where to
look for across the vast amount of data is a challenge. New technologies based on AI-driven
PIAM can leverage information from expert systems to apply deep learning techniques,
thereby eliminating the need to create complex correlation rules – and detecting anomalous
activities that may indicate increased risks to the organization. The algorithms can
determine risky identities, risky sites, risky IOT endpoints, risky doors, etc.
With this new technology there is no reason for
access irregularities to languish without detection
and remedial action. The system itself can keep
applies intelligent algorithms to analyze actual
operational data about who has access to an
organization’s restricted doors, where, when and
how they access these areas, and raise alerts to
management when irregularities are detected.
It is now becoming possible for such automated
systems to provide insights into identity and
access risks on a per user basis, or on a facilitylevel basis, along with recommendations for
remediation or action.
With such a technology in place, physical security teams – and cyber security teams as
well – can stay ahead of the security curve by proactively spotting risky users and access
patterns that pose insider threats.
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Conclusion
In this paper, we have covered four emerging
technologies that can greatly increase the value of PIAM
systems to organizations: AI-driven PIAM, continuous
audits, self-service, and automated risk monitoring.
Each of these supports powerful business objectives,
improving physical security systems and operations to
reduce risk and deliver faster, better outcomes.
AI-enabled PIAM solutions leverage data insights to not only automate physical Identity
and access-related processes, but also to make operational and physical risks visible to the
security team with automated action to mitigate them. In recent years, there is a growing
understanding of the role that physical security plays in cybersecurity breaches as well.
Many of the most high-profile hacks were caused by an individual getting direct physical
access to a server, IP phone, laptop, or other network access point. Strengthening the
organizational PIAM systems, then, is of vital importance not only to the physical security
posture, but to the cyber security posture as well.

About Vector Flow
Vector Flow is dedicated to using machine
learning and automation to deliver improved
operational efficiencies and effectiveness
across the entire physical security domain. The
company’s advanced cloud-enabled and onpremises platform converts raw security data
from multiple sources into intelligent insights
to drive operational performance and business
results. Vector Flow solutions leverage data
intelligence to automate business processes,
tasks, and workflows to reduce security
distractions and expand continuous intelligence
– allowing security personnel to focus on tasks
that really matter and make decisions faster.

Learn more at vectorflow.com

6

